CHAPTER XVI |
AUTOMATED | NFORMVATI ON SYSTEM SECURI TY
SECTI ON 1
PCLI CY STATEMENT
17-100 POLICY

CLASSI FI ED | NFORMATI ON SHALL BE PROCESSED ON ACCREDI TED AUTOVATED INFORMA-
TION SYSTEMS (AIS ) ONMLY .

a. 1dr DIRECTOR , PSD , SHALL BE THE DESI GNATED APPROVI NG AUTHORI TY (DAA)
THAT ACCREDITS Al s 1o PROCESS CLASSI FI ED | NFORWATI ON.

b. THE OSD COVPONENT HEAD |'S RESPONSI BLE FOR ENSURI NG SECURI TY COVPLI ANCE
THROUGHOUT THE LI FE cYcLE OF AN AI'S , _ ERoM CONCEPT THROUGH DESI GN, DEVELOPMENT,
OPERATI ONS , MAI NTENANCE, AND DI SPOSAL.

. BEFORE PROCURI NG AI'S FOR CLASSI FI ED PROCESSI NG, A MEMORANDUM
REQUESTI NG ACCREDI TATI ON SHALL BE FORWARDED TO DI RECTOR, PSD .

d. Al'S SHALL BE ACCREDI TED EVERY 3 YEARS.
SECTI ON 2

ESTABLI SHVENT
17-200 ACCREDI TATI ON

a. THE OSD COMPONENT HEAD SHALL SIGN THE MEMORANDUM REQUESTI NG ACCREDIATA-
TION oF AI'S PROCESSI NG CLASSIFIED | NFORMATI ON. | NCLUDE THE FOLLOW NG | NFORMATI ON
| N THE REQUEST:

1. THE SUBJECT OF THI'S MEMORANDUM SHALL BE:  “REQUEST FOR AIS AND/ OR
TEMPEST EVALUATION : *

2. THE NAME AND TELEPHONE NUMBER OF THE PRQJECT OFFI CER COCRDI NATI NG
THE EVALUATI ON .

3. THE MANUFACTURER , NOMENCLATURE, AND MODEL NUMBER OF EACH EQUI PMENT
COVPONENT .

4, ESTI MATE THE AVERAGE AMOUNT OF HOURS PER WEEK OF EACH CATEGORY OF
UNCLASSI FI ED , CONFI DENTI AL, SECRET, AND TOP SECRET MATERI AL SHALL BE PROCESSED
ON EACH EQUI PMENT COVPONENT.

5. THE BU LDI NG NAME OR ADDRESS AND ROOM NUMBER(S) WHERE THE EQUI PMENT
|S ANDY OR SHALL BE LOCATED.
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6. ALL ADJACENT AREAS WTH A COWON PERI METER (WALLS, CEILING FLOORS),
| NDI CATI NG | F ACCESS TO THE AREAS REQUI RES ESCORT, WHO CONTROLS THE AREAS, AND
IF ACCESS TO THE AREAS | S RESTRICTED, AND IF SO, TO WHAT CLASSI FI CATI ON LEVEL.

7. IF ONE AIS COWONENT IS TO BE | NTERCONNECTED W TH ANCTHER Al S
COVPONENT , A NETWORKI NG SCHEMATI C OR DESCRI PTI ON SHALL BE PROVI DED.

b. THE REQUEST SHALL BE FORWARDED THROUGH THE OSD COMPONENT SECURI TY
MANAGER TO THE DI RECTOR, PSD .

c. THE DIRECTGR, PSD, SHALL :
1. REVIEWALL REQUESTS FOR ACCREDI TATI ON.
2. CONDUCT SURVEYS .

(a) FOR AIS NOT MEETING SECURI TY STANDARDS, | DENTIFY SECURI TY
SAFEGUARDS REQUI RED TO ACHI EVE SIANDARDS . - -

(b) FOR AI'S MEETING SECURI TY STANDARDS, | SSUE MEMORANDA ACCREDI TI NG
Al'S FOR PROCESSI NG CLASSI FI ED | NFORVATI ON.

3. MAINTAIN THE RECORD OF ALL ACCREDITED AI'S .
d. THE PRQJECT OFFI CER SHALL :

1. ASSI ST THE PSD I'N CONDUCTI NG ACCREDI TATI ON SURVEYS BY ANSVERI NG
QUESTIONS AND PROVI DI NG REQUESTED DOCUNMENTATI ON.

2. | NCORPORATE | DENTI FI ED SECURI TY SAFEGUARDS INTO THE AIS . IF
PHYSI CAL SECURI TY SAFEGUARDS ARE REQUI RED, A COST ANALYSI'S JUSTI FYI NG TEE SUB-
STI TUTI ON MUST BE PROVI DED TO THE PSD .

3. PROVIDE SECURITY OR PRECAUTI ONARY MEASURES TO PREVENT CLASSI FI ED
| NFORVATI ON° COVPROM SE DURI NG ALL PHASES OF THE AIS | NSTALLATI ON.

4, TELEPHONI CALLY NOTIFY (697-6247) THE PSD AFTER | NSTALLATION IS
COVPLETED AND BEFORE THE Al'S BECOMVES OPERATI ONAL.

SECTION 3
ADMINISTRATION

17-300 ADM NI STRATION RESPONSIBILITIES . THE OSD COVPONENT SECURI TY MANAGER
SHALL :

a. vkERIFY THE IDENTITY , NEED TO-KNON AND SECURI TY CLEARANCE FOR | NDI VI DUALS
REGISTERING AS Al S USERS.

b. BRIEF THE USERS ON THEI R RESPONSIBI LI TIES FOR AIS SECURITY AND THE
| NFORMATI ON | T CONTAINS.  THIS BRI EFI NG SHALL BE CONDUCTED ANNUALLY.
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c. NOTIN, INWITING THE DI RECTOR, PSD, OF ANY CHANGES TO THE USE,
LAYQUT , AND EQUI PMENT FROM THE ACCREDI TED CONFI GURATI ON .

17-301 CLASSI FI CATI ON LEVEL

a. THE CLASSI FI CATION OF AN AIS IS THE H GHER OF THE | NFORMATI ON BEI NG
PROCESSED ( ENTERED FROM THE KEYBQARD) OR THE | NFORMATION I N MEMORY OR ON MEDI A
THE CLASSI FI CATI ON LEVEL | NCREASES AS THE | NFORMATI ON ENTERED OR STORED
| NCREASES I N CLASSIFICATION. THE AI'S AND THE MEDIA REMAIN CLASSI FI ED AT THE
H GHEST LEVEL UNTIL THEY ARE DECLASSI FI ED OR DESTROYED.

b. EXAMPLE . SUPPOSE THERE IS AN AIS WTH ONE FI XED DI SK AND ONE FLOPPY
DRIVE . THE SYSTEM AND | TS MEDI A ARE CLASSI FI ED SECRET . A PREVI QUSLY UNCLASSI -
FI ED DI SKETTE PLACED IN THE SYSTEM ° S FLOPPY DRI VE BECOVES CLASSI FI ED SECRET.
| F A TOP SECRET DI SKETTE | S PLACED | NTO THE FLOPPY DRI VE THEN THE ENTIRE AI'S
| NCLUDI NG THE FI XED DI SK , BECOMVE CLASSI FI ED TOP SECRET.

17-302  MARKI NG =

a. 1mHE AIS AND THE MEDI A SHALL BE MARKED BOTH | NTERNALLY AND EXTERNALLY
TO INDICATE THE CLASSI FI CATI ON.

b. EXTERNAL MARKI NG

1. a1s. THE LEVEL OF CLASSIFI ED PROCESSI NG AUTHORI ZED BY THE DESI G-
NATED APPROVI NG AUTHORI TY SHALL BE POSTED CLEARLY ON OR NEAR THE Al S . DURI NG
CLASSI FI ED PROCESSI NG THERE SHALL BE A PROM NENT DI SPLAY TO REM ND THE USER AND
INFORM OTHERS OF THE LEVEL OF PROCESSI NG IN PROGRESS. THE USE OF A COVER SHEET
| S THE RECOMWMENDED METHCOD OF EXTERNALLY MARKING AN Al'S DURI NG CLASSI FI ED
PROCESSING. A COVER SHEET PLACED IN THE VI NITY OF THE CATHODE RAY TUBE (CRT)
DURI NG PROCESSI NG MAY BE USED TO COVER THE SCREEN WHEN THE OPERATOR IS NOT
USING THE SYSTEM .  REM NDER : AN AI'S PROCESSI NG CLASSI FI ED | NFORMATI ON SHALL
NEVER BE LEFT UNATTENDED.

2. MEDI A

(@) CLASSI FI CATI ON MARKING .  MEDI A AND ITS CONTAI NER SHALL BE
MARKED PHYSI CALLY IN A PROM NENT LOCATION TO REFLECT THE H GHEST LEVEL OF
CLASSI FI ED | NFORVATI ON RECORDED . THE USE OF A CLASSI FI CATI ON LABEL AFFI XED TO
THE MEDIA IS REQUIRED. A PLAIN WH TE LABEL W TH THE CLASSI FI CATI ON STAMPED OR
WRI TTEN | S ACCEPTABLE.

(b) REGRADI NG AND/ OR DECLASSI FI CATI ON | NSTRUCTI ONS . THE REGRADI NG
ANDY OR DECLASSI FI CATI ONS | NSTRUCTI ONS ARE TO BE PLACED ON THE MEDIA IN A MANNER
SIM LAR TO THE CLASSI FI CATI ON LABEL . A PLAIN WHI TE LABEL W TH THE | NFORVATI ON
REQUI RED BY PARAGRAPH 4-400, ABOVE, TYPED OR PRINTED ON IT IS RECOMVENDED.

(c) OMERSH P | NFORVATION . AN EXTERNAL LABEL WTH THE USERS NAME,
OFFI CE SYMBOL , ROOM NUMBER, AND PHONE NUMBER SHALL BE AFFI XED.

(d) NOTE: ANY AND ALL LABELS USED SHOULD BE DESI GNED OF THE NON-
RESI DUE VARI ETY , SPECI FI CALLY FOR USE | N MARKI NG MAGNETI C MEDI A. RESIDUE LEFT
ON MEDI A CONTAI NERS SUCH AS PARTI CLES OF PAPER OR GLUE MAY | NTERFERE W TH THE
PROPER OPERATI ON OF READ AND/ OR WRI TE HEADS OR DRI VE MECHANI SMVBS.
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c. | NTERNAL MARKI NG

1. OVERALL CLASSIFICATION . A FILE ON THE MEDI A SHALL | NDI CATE THE
H GHEST CLASSI FI CATI ON OF | NFORMATI ON STORED. THE FI LE SHOULD BE CALLED
“SECURITY DOC . “ AN MS-DOS BASI C PROGRAM THAT CREATES SUCH A FILE IS AVAI LABLE
FROM PSD .

2. DIRECTORY MARKING . IF A DIRECTORY TO THE FI LES (| NFORMATI ON STORED)
ON THE MEDIA EXISTS, | T SHALL BE ANNOTATED TO | NDI CATE THE CLASSI FI CATI ON OF
EACH FI LE .
3. I NDIVIDUAL FILES .
(a) DOCUMENTS.  EACH DOCUMENT WTHI N THE MEDI A SHALL BE LABELED,
MARKED AND ANNOTATED | N ACCORDANCE W TH THE | NSTRUCTI ONS FOR THE MARKI NG OF
CLASSI FI ED DOCUMENTS . CHAPTER |V, SECTION 2, ABOVE, SHALL BE FOLLOWED.

(b) DATA FILES . DATA FILES SHALL BE MARKED MAXI MALLY W TH THE
CLASSI FI CATI ON OF RECORDS , ENTRIES , ELEMENTS ,- FIELDS , ETC .

17-303 SAFEGUARDI NG THE INFORMATION

GENERAL . CLASSIFIED AIS AND MEDI A NOT UNDER THE PERSONAL CONTRCL AND
OBSERVATI ON OF AN AUTHORI ZED PERSON SHALL BE GUARDED OR STORED FOR THE CLASSI F -
CATI ON LEVEL OF THE | NFORVATI ON.

b. AIS. THE FOLLON NG PROCEDURES SHALL BE USED TO SAFEGUARD THE AI'S AND
THE CLASSI FI ED | NFORMATI ON THAT | T PROCESSES:

1. BEFORE CLASSI FI ED PROCESSI NG , SCREEN, PRI NTERS, AND OTHER DEVI CES
SHALL BE PGSI TI ONED AWAY FORM DOORS AND W NDOAS TO PRECLUDE CASUAL OBSERVERS
FROM READI NG THE DI SPLAY AND/ OR QUTPUT .

2. DURING CLASSI FIED PROCESSING , THE AIS SHALL NOT BE LEFT UNATTENDED.

3. SCREENS , PRINTERS, AND OTHER QUTPUT DEVI CES SHALL BE COVERED TO
PREVENT UNAUTHORI ZED VI EW NG WHEN THEY ARE NOT BElI NG USED ACTI VELY .

4, WHEN CLASSI FI ED PROCESSI NG | S COWPLETED THE Al'S SHALL BE DECLASSI-
FIED BY REMOVING THE CLASSI FI ED. MEDIA AND COVPLETELY REMOVI NG POAER FOR AT LEAST
1 M NUTE.

c. MDA . CLASSIFIED MEDIA , WHEN NOT UNDER THE PERSONAL CONTROL AND
OBSERVATI ON OF AN AUTHORI ZED | NDI VI DUAL, SHALL BE STORED COVMENSURATE W TH THE
LEVEL OF CLASSI FI ED | NFORMATION ON THE MEDIA. | F THE MEDI A MAY NOT' BE REMOVED
FROM THE AIS , THE ENTIRE AIS SHALL BE SECURED.

17-304 DI SPOSAL

a. CENERAL . CLASSIFIED AIS AND MEDI A SHALL BE PROTECTED UNTIL THE
CLASSI FI ED INFORMATION CONTAINED THEREON IS DI SPOSED OF PROPERLY.
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b. AI'S DECLASS|IFI CATION. TO DECLASSI FY AN AIS REMOVE ALL MEDIA AND PONER
OFF THE AIS FOR AT LEAST 1 M NUTE

c. MEDIA DESTRUCTION .  THESE PROCEDURES SHALL BE FOLLOWED TO DESTROY
CLASSI FI ED MEDIA .

1. MAGNETIC TAPE . REMOVE MAGNETI C TAPE FROM THE REEL AND PLACE THE
TAPE | NTO A BURN BAG (MAGNETI C TAPE SHOULD BE M XED W TH OTHER CLASSI FI ED WASTE) .
THE BURN BAG IS THEN DI SPOSED OF W TH BURN BAGS CONTAI NI NG CONVENTI ONAL CLASSI -
FIED WASTE . ONCE THE REEL 1s DI VESTED OF LABELS AND/ OR MARKI NGS | NDI CATI NG
PREVIOUS USE OR CLASSI FI CATI ON, THE REEL MAY BE DI SPOSED AS UNCLASSI FI ED TRASH.

FLOPPY DISKS . PLACE DI SKETTES TO BE DESTROYED | NTO A BURN BAG
( MaGNETI C'DI SKETTES SHOULD BE Mixep W TH OTHER CLASSI FI ED WASTE) . THE BURN

BAG IS THEN DI SPOSED OF W TH BURN BAGS CONTAI Nl NG CONVENTI ONAL CLASSI FI ED WASTE.

3 RIGDDISKS . DISK PLATTERS ARE PLACED INTO A BURN BAG (DO NOT M X
WTH OTHER CLASSI FIED WASTE ) .  THE BURN BAG | S THEN DI SPOSED OF W TH OTHER
CLASSI FI ED WASTE BY BRINGING THE BAG AND | TS CONTENTS TO THE ATTENTI ON OF THE
DRI VER OF THE TRUCK ACCEPTI NG CLASSI FI ED BURN BAGS. REMOVI NG THE PLATTERS FROM
A SEALED DI SK DRI VE (W NCHESTER TECHNOLOGY) MAY POSE CONTRACTUAL AND/ OR OTHER
PROBLEMS ; THEREFORE, THE DESTRUCTI ON OF THE ENTI RE UNIT MAY BE MOST PRACTI CAL.
ONCE THE DI SK CONTAINER |'S DI VESTED OF THE DI SK PLATTERS AND LABELS AND/ OR MARKI NGS
| NDI CATI NG PREVI QUS USE OR CLASSI FI CATION, THEN THE CONTAI NER MAY BE DI SPOSED
OF AS UNCLASSI FI ED TRASH.

17-305 AUDIT TRAIL

THERE SHALL BE A DOCUMENTED HI STORY OF AIS USE.  IF THE AIS | S NOT' SELF
DOCUMENTI NG , A MANUAL LOG SHALL BE USED. THE LOG SHALL RECORD THE USER, DATE,
AND TI ME OF USE AND ACTIVITY. THE LOG SHALL BE RETAINED FOR 1 YEAR. AN EXAMPLE
OF SUCH A LOG IS AS FOLLOAE:

USER DATE STRT STOP ACTIVITY
JOHN DCE 26AUGB6 0745 0915 WORD PROC , SPREAD SHEETS
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